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Gargoyle Investigator™ MP

Gargoyle Investigator™ MP is the next generation of WetStone’s advanced
malware discovery solutions for computer forensic investigators and
incident response teams. It is designed for forensic laboratories, law
enforcement, field investigators and private investigators specializing in

cybercrime, and enterprise cyber security personnel.

Gargoyle Investigator MP is a multiplatform software tool used to conduct a
search on a computer or drive image for known contraband and hostile
programs. Gargoyle Investigator MP searches for individual files associated with programs, so it
is possible to find remnants even if a program has been deleted. Gargoyle is intended to be a

quick and easy scan requiring a minimal amount of technical knowledge.

KEY FEATURES:

e Conduct scans on a stand-alone system or drive images
e Multiplatform (Windows, Windows Server, and Linux platforms)

e |[dentify and categorize malware and potentially unwanted applications using WetStone-supplied
hash datasets.

e Scan live systems and disk and memory images using user-generated custom datasets and YARA
rules

e Import hash files from third-party digital forensics toolkits, such as EnCase, FTK, Autopsy,
Paraben, and Forensic Explorer

e Generate detailed evidence report in HTML, PDF, and CSV formats
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LICENSING:

Perpetual or subscription license for:

e ESD — Electronic software download for us on a single system. Not
transferable. Basic license is 2 cores. Additional core licensing available.
e FLASH — 16GB USB 3.0 device for use in field investigations, and on

multiple systems. Limited to 2 cores.

What is included*:

e Customer support portal account

e Access to monthly dataset updates

e Web and email support

e Software updates, as they become available

* For one year following purchase of a perpetual license or the term of a subscription license.
Additional years of maintenance may be purchased.

SYSTEM REQUIREMENTS:

In order to properly support Gargoyle Investigator, a computer system must meet or exceed the

following minimum requirements:

e Microsoft Windows® XP, VISTA, 7, 8, 8.1, 10

e Microsoft Windows® Server 2003, 2008, 2008 R2, 2012, 2012 R2, 2016
e 2GBRAM

e 1 GHz processor or better

0 Password Cracking

Organization: * Wetstone Technologies
CaselD:* 123456789-0 .

Case Specifics: Demo Scan

Output Password-Protected Archives

% Wiite Scan Results to Default Directory

 Anti-Forensics  Botnet  Fraud Tool x Denial of Senice

502263 8tes)
230erso020898614 [

 Encryption  Exploit Scanner  Keylogger x Password Cracking File Hash: (MDS)

. 468CF
x Peerto-Peer x Piracy  Remote Access x Rootkit GOEERED) m"ﬁ‘ e

% Scareware  Sifler * Toolkit 666 (nw-rw-rw)

 Trojan % Web Threat * Ransomware o

% Cryptomining % Cryptojacking x OSINT
Th Dec 19 1027:54 2019

Fri Oct 21 03:46:35 2022

File Created Mon Dec 6 12:55:28 2021

>
|
>
wn
I
m
m
—

For more information, contact sales@wetstonetech.com
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